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Privacy and the Internet
AUSTRALIAN ATTITUDES TOWARDS PRIVACY IN THE ONLINE ENVIRONMENT

Key Findings

!

85% of online Australians believe data breach notification
should be mandatory for business

!

Australians nominated identity theft (86%) and loss of financial
data (83%) as their areas of greatest privacy concern.

!

The financial sector is most trusted on privacy (42%), followed
by government and the eCommerce sectors

!
!

Social media is the least trusted industry on privacy (1%). In
fact, 61% of respondents nominated the social media industry
as having the worst privacy practices
Overall, women feel more secure than men online, and younger
people (18-29 years old) feel more secure than older people
(50+ years old)
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Introduction
Most people will say that privacy matters to
them, but like so many social issues, it is a
state which is hard to define, as it is an
intensely personal interpretation. The
continued rise of the Internet and related
mobile technologies will test our
understanding of privacy, as we increasingly
engage commercially and socially in the
online environment.
The Office of the Australian Information
Commissioner - acknowledging the very
individual interpretation of what one regards
as private - focuses on ‘personal information’
defining it as:
Information that identifies you or could
identify you. There are some obvious
examples of personal information, such as
your name or address. Personal information
can also include medical records, bank
account details, photos, videos, and even
information about what you like, your
opinions and where you work - basically,
any information where you are reasonably
identifiable.

Section 6 of the Privacy Act 1988 defines
personal information as:
Information or an opinion (including
information or an opinion forming part of a
database), whether true or not, and whether
recorded in a material form or not, about an
individual whose identity is apparent, or can
reasonably be ascertained, from the
information or opinion.

The loss of personally identifying information
can be caused by a variety of factors, affect
different types of personal information and
give rise to a range of actual or potential
harms.
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About the survey

What the survey told us

The Centre for Internet Safety at the
University of Canberra partnered with
eBay.com.au to survey eBay users about their
attitudes towards privacy and how it affects
their actions online.

People say perception on privacy is a
determinant in their online activities,
particularly their decision to buy and sell
goods and services online. They are most
concerned about the privacy of their financial
information, with loss of financial data and
identity theft being the two highest concerns.

The survey was conducted by The Paradigm
Shift Research Consultancy in March 2012
and is comprised of a representative sample
of 700 Australians who visited eBay in the
past 12 months, broken down as follows:

29%

24%

22%
24%

18-29 years old
30-39 years old
40-49 years old
50+ years old

51%

Male

49%

Female

Whilst it does not include all Australians
online, nor those Australians who are not
online, it provides an illustrative overview of
consumer attitudes on privacy in the digital
age.
The views conveyed in this report are that of
the Centre for Internet Safety.
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They want the government to mandate
informing consumers when privacy is
breached. They believe the banking industry
has the best privacy practices for their
personally identifying information, followed by
government and ecommerce sectors with the
social media industry a very distant last.

How breaches of privacy can
impact Australians
It is increasingly common to hear news
reports of information security breaches from
well known and trusted consumer brands.
Notable examples include Sony with the loss
of over 77 million personal records and
Heartland Payment Systems with the loss of
over 130 million credit and debit card
numbers. But it is not just these large
compromises that should be concern: a
privacy breach occurs when an individual's
personal information is accessed, collected,
used or disclosed in contravention of
applicable privacy legislation or and
organisation’s privacy policy.
And that can be on a small scale, online and
offline.
A loss of personally identifying information
arising from a privacy breach can expose
individuals to risks such as embarrassment,
loss of employment or business opportunities,
personal safety and identity theft. These risks
can have significant consequences for
Australian consumers with the impact lasting
many years.
Under existing Australian law, government
agencies and organisations are not required
to notify individuals when their personal
information has been compromised. Too few
organisations are prepared to respond to a
privacy breach when it happens. Too many
naively believe a privacy breach will not
happen to them.
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Perceptions of privacy
impact online behaviour

These numbers are consistent with other
surveys and logical: people care most about
personal data that can lead to criminals using
their name and associated details which may
cost them money. They - quite rationally - see
social media as being by its very nature
largely inconsistent with the concept of
privacy.

People generally assume all communications
and transactions between them and another
online user will remain private. User
perception of privacy is an important
consideration as to whether or not they will
buy or sell goods and services online.

The results showing that respondents are not
as concerned about social media may
indicate a less developed understanding of
the role information found on social media
sites can be used by criminals. Consumers
need to realise the information they provide
about themselves, including places of work,
education and recreation could be used by
criminals to build a picture of that person,
which may be added to other personally
identifying information, or be used to game
other systems to build a more thorough
picture of a person’s identity which can be
financially transacted upon.

94% of Australian eBay users rated eBay’s
privacy practices as an important-very
important contributor to their decision to use
eBay as a service. 97% of respondents rated
privacy as an important to very important
contributor to their decision to buy and sell
online (60% very important) overall.
This goes beyond privacy policies to an
overall perception of how data will be used
and secured by online companies.

Appendix 1 of this report contains the top tips
from the Office of the Australian Information
Commissioner for protecting personal
information.

How important are eBay’s privacy practices
in your decision to use eBay as a service?

6%

The development of internal organisational
Privacy principles, such as those requiring
personal information to be stored securely
and restricting the circumstances in which
personal information can be disclosed, will
assist in reducing identity theft by preventing
the widespread dissemination of personal
information as well as giving consumers
enhanced trust and confidence in an online
brand. The Office of the Australian
Information Commissioner has produced Data
breach notification: a guide to handling
personal information security breaches (2011)
which provides tips to organisations about
internal processes and procedures for
improving privacy practices.

94%

Important to Very Important
Not important to less important

What Australians are
concerned about
People rated identity theft (86%) and loss of
financial data (83%) as their areas of greatest
privacy concern. They were least concerned
about social media (42%).

Area of privacy concern
Identity Theft
Loss of Financial Data
Random Exposure of Personal Details
Inappropriate Sharing for Marketing Purposes
New technologies – Mobile Devices
New technologies – Social Media

0
Very Important
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Not Important
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Australians want mandatory
data breach notification
A privacy breach is the result of unauthorised
access to, or collection, use or disclosure of,
personal information. Proper breach
management, including notification where
warranted, will assist government and private
sector organisations in retaining the trust of
the individuals whose information is
improperly released and help them to protect
themselves.
85% of survey respondents want mandatory
data breach for private businesses (80%
18-29yrs / 89% 50+yrs).

actionable, the second is the notice (itself)
which needs to be consistent how the
organisation normally communicates with its
customers, and that data breach notification
should not be a “one size fits all” approach,
taking into the account the impact data
breach notification could have on small
businesses.
The Centre for Internet Safety has
consistently argued that it is time for the
Commonwealth Government to begin active
discussions in relation to a mandatory data
breach regime, and that during those
discussions any nuances of the regime can
be ironed out.
In the mean time, organisations interacting
with customers need to develop their own
data breach notification guidelines
(Apprendix 2) so that they may act in a
manner expected by Australians and
evidenced by the 85% response in the
affirmative to our question.

Do you think notification for a breach of
personal information should be mandatory for
private businesses?

Who’s leading the way...
11%

85%

When asked which sector had the best
privacy practices, 42% of respondents
identified banks and credit unions, making
them the standout as the most trusted for
protecting a customer’s privacy. This was
followed by government agencies and
eCommerce companies.

4%

Yes

No

I don't know

Organisations need to understand their
obligations under the privacy laws and
applicable regulations in the jurisdictions
where they operate. They also need to have
a good understanding of their organisation's
information handling practices, coupled with a
privacy policy which reflects their personal
information handling practices and
compliance with laws and regulations.
The ALRC recommended in May 2008 that
the Privacy Act be amended to require an
agency or organisation to notify the Privacy
Commissioner and affected individuals when
a data breach has occurred that may give rise
to serious harm to any affected individual.
eBay has publicly advocated notification in
the event of a breach of privacy with the
following caveats. The first part is, it has to be

A dismal 1% of respondents identified the
social media industry as privacy leaders.

...and who isn’t
Conversely, when asked to select the
industries whose practices least supported
privacy, 61% of respondents nominated social
media. Only 5% of respondents suggested
eCommerce companies were least privacyfriendly. [See chart below]
Although not statistically significant, it was
interesting to note that 18-29 year olds were
slightly less trusting of social media’s privacy
(66%) than 50+ year olds (63%). And only
2% of 18-29 year olds nominated government
as having the worst privacy standards versus
12% of 50+ year olds.

Which of the following industries has the poorest privacy practices (please choose one)?

Social media industry
None of the above
Government sector
Banking industry
Technology industry
E-Commerce industry
Other
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Gender and age di"erences
Consistently throughout the survey it is
apparent that women feel more secure than
men, and younger people (18-29 years old)
feel more secure than older people (50+
years old).
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18-29 Years Old
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Conclusion
Privacy remains a critical element for
individuals doing business or engaging online.
While it is understandable there are
distinctions between industry sectors and
their privacy practices, more needs to be
done, particularly in the area of social
networking.
Individuals and consumers also have strong
expectations in relation to areas of data
breach notification and it is time for the
Australian Government to act.
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Appendix 1
Tips from the O#ce of the Australian Information
Commissioner for protecting personal information
Protect your personal information by:

!

Asking a few questions next time someone asks you for personal information
like your name, date of birth and where you live. What do they want it for?
What will they do with it? Who else will see it and how will it be stored? Will
they destroy it when they no longer need it? It's your information, don't just
hand it over without asking "why?"

!

Checking your online privacy settings so you are aware of how your
information is used. It's important to understand what someone else intends
to do with your information, to choose who sees your posts when social
networking and to exercise your right to opt out of receiving marketing
material if you choose to

!

Thinking about how much personal information you reveal. You make it
easier for identity thieves when you make lots of information about yourself
public, and pictures and comments you make today on social networking sites
may embarrass you in the future

!

Reading privacy policies to know how an organisation protects your
information

Follow these tips to protect your privacy when using social networking sites:

!
!

Check the privacy settings

!

Online information can be collected, aggregated and shared easily. When
harmless information you post about yourself is added to the mix, a full profile
about you emerges. Who might see it?

!

Sharing information with just a few people doesn't stop it reaching a wider
audience; consider who might pass things on

!

Check that it's ok with them before you post and tag pictures of someone
else, and ask they do the same for you

!

Use closed 'friend' groups to control the access different people in your life
have to your posts

!
!

Don't accept friend requests from people you don't know

Consider how information you share might be used. What might a future
employer or partner think if they read it?

Avoid location based check-ins if you don't want everyone to know that noone's home

Further information can be found at http://www.privacyawarenessweek.org/oaic/
do.html
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Appendix 2
Data breach response process produced by the O#ce
of the Australian Information Commissioner
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